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Abstract—This research presents a practical countermeasure
against the problem of the bogus invoice scheme, one of the
most threatening BEC attacks in modern business. We introduce
a straightforward yet highly practical method of creating a
checksum from the invoice and shared secret information. Using
the generated checksum allows the recipient to confirm the
authenticity and integrity of the invoice before proceeding with
the actual payment. In this work, generating and verifying of
checksum information are done via a smartphone application.
Also, the predetermined secret information is stored inside the
smartphone to provide better protection against data theft.
Lastly, an Android-based application for checksum generation
and verification, supporting both manual input and QR code
scan, is implemented to demonstrate the use case scenario and
practicability of the proposed method.

Index Terms—BEC attack, phishing, email compromise, bogus
invoice scheme

I. Introduction

Business Email Compromise (BEC) attack is one of today’s

most common security issues in modern businesses. Even

though this attack is not something new, it, however, poses

threats to many businesses, which can potentially result in

considerable damage and loss (e.g., multimillion-dollar) for

the company.

Regarding BEC, the attack usually involves exploiting hu-

man error and tricking victims before commencing the attack.

In this attack, the criminal first impersonates him/herself to be

someone associated with the target (e.g., a business partner,

an executive, or an attorney). The impersonated criminal then

sends an email to the target demanding a payment into his/her

fraudulent bank accounts, which are usually possessed by

money mules. With well-crafted emails, it is very challenging

and not likely for the victim to become aware of the fact that

he/she is being tricked, and before the company realizes, the

money is long gone.

One of the excellent examples of recent BEC attacks in real

life is the case of Japan Airlines (JAL). In September 2017,

JAL fell prey to a BEC scam via an email purporting to be

from U.S. financial services company leasing aircraft to the

airline [1]. In this incident, the attacker sent emails called for

payment of lease fees into his/her fraudulent bank accounts

in Hong Kong. This caused the airline to pay a total of Y384

million (or approximately $3.4 million), which is considered

a huge loss.

Another example of the recent incident in September 2019

with even a greater loss was the case of Nikkei America, the

U.S. subsidiary of Nikkei. In this incident, the company lost

$29 million to BEC scammers pretending to be an executive

of the company [2], [3]. According to the news, it was

found out that attackers somehow gained access to one of the

company’s email account and then used it to observe internal

communication and finally commenced their attacks.

Generally, there are many types of known BEC schemes:

account compromise, impersonation (attorney or CEO fraud,

for example), and bogus invoice scheme, for example. In

the bogus invoice scheme, an attacker creates a fraudulent

invoice requesting payment for some products or services,

which looked very legit in the victim’s perspective, and send

it to his/her target. Since the target seems to trust the attacker,

it is difficult for the victim to notice that the invoice he/she

received is a fake. To overcome this problem, changing or

adding more security features to the invoice issuing system

appears to be the most appropriate choice. However, since

the Enterprise Resource Planning (ERP) software and invoice

system of each company may be different, adding additional

security features to the system may not be feasible.

In this paper, a practical solution for solving a bogus invoice

problem is introduced. Utilizing a shared-key and short-length

checksum of invoice data, we propose a straightforward yet

usable security solution allowing a user to check an invoice’s

contents and confirm it with the checksum information. The

checksum can come in forms of both series of numbers and

QR codes, which are recommended to be printed/added on

the invoice for easy confirmation. As mentioned, the invoice

system of a company may differ from the others, adding

additional information like checksum to the invoice may not

be possible in some cases. Therefore, the proposed method is

also designed to tackle this problem by allowing a user to send

checksum (i.e., text or QR code) along with the correspond-

ing invoice through phone or email. In addition, generating

and confirming invoice checksum with the smartphone (e.g.,

Android) application is also an option.

The rest of this paper is organized as follows. Section

160

2020 IEEE 20th International Conference on Software Quality, Reliability and Security Companion (QRS-C)

978-1-7281-8915-4/20/$31.00 ©2020 IEEE
DOI 10.1109/QRS-C51114.2020.00036



2 discusses the scenario and attack model of BEC. Next,

the proposed method is introduced in section 3. Section

4 presents a prototype and implementation details of the

proposed method. In the following section 5, we discuss

the security and practicability of our approach. Finally, we

conclude this paper in the last section 6.

II. BEC Attack Scenarios

Business Email Compromise (BEC) is a typical form of

cybercrime, usually targeting individuals or companies who

conduct business with their partner abroad. According to the

FBI’s Internet Crime Complaint Center (IC3), there are five

main scenarios for BEC attack [4]: 1) business working with a

foreign partner/supplier, 2) an executive requesting for a wire

transfer (a.k.a. “CEO fraud”), 3) business receiving fraudulent

email due to compromised email accounts, 4) impersonation

as an executive or attorney, and 5) data theft.

The process of BEC attack involves exploiting human error

via social engineering, utilize the gathered information, and

create fraud information to trick the target into believing

what is told. Generally, BEC schemes come in many forms:

vendor email compromise (VEC), impersonation (as CEO or

an attorney), bogus invoice scheme. In this section, we discuss

the details and the attack scenario behind this fraudulent

invoice scheme.

A. Concepts

The concept of a bogus invoice scam is rather simple.

In this scheme, the criminal commences his/her attack by

first gathering information regarding the upcoming transaction

between two business parties (i.e., the victim company and

its business partner). The information gathering can be done

in many ways, including social engineering, sending a spoof

email (using spear-phishing [5], [6]), and compromising email

accounts of target employees to eavesdrop their conversation.

Once the attacker knows that the next invoice is coming

out, he/she creates a fraudulent invoice that looks seemingly

legitimate and subsequently sends it to the victim, asking

him/her to pay money to the fraudulent bank account. With-

out proper verification protocol, the victim falls prey to the

attacker scheme because he/she thinks the invoice is authentic

since it was sent by someone he/she trusted. Figure 1 shows

the overall process of the bogus invoice scheme.

The reason that attackers usually target companies doing

business with oversea partners is that these companies are

likely to be easier targets for this attack since verification of

oversea transactions typically take more time and is consid-

erably more complicated. Also, criminals usually use money

mules to move the money around, from one bank account to

the other, to anonymize and prevent themselves from being

tracked.

B. Incidents

There are several reported incidents involving BEC in

modern business. A member of Black Axe, a Nigerian criminal

organization, was arrested in Canada in 2015, which later

Fig. 1. Business Email Compromise (BEC) attack model.

revealed that its branch in Canada was heavily involved with

BEC, money laundering, and fraudulent wire transfer [4].

London Blue, a criminal gang that operates out of Nigeria,

was reported to use BEC scams against top executives. The

strength and fearfulness of this criminal gang rely on their

well-organized modern corporation-like operations, combining

with the use of commercial data brokers to create lists of

potential targets around the world. It is also mentioned that, in

[8], these scams usually prey on the high-tension environments

of large companies where employees are naturally forced to

complete their tasks quickly rather than securely.

The Bank of Japan (BoJ) has issued a warning, since 2013,

regarding scam mails using the BoJ’s name [9]. Also, in early

2016, FACC, a global company leading in aerospace and

aircraft components, and Crelan bank in Belgium fell prey

to BEC scams costing them $54 million and $75.8 million,

respectively [10]. The study in [10] shows that employees with

the position of chief financial officer (CFO) are most likely

to be a target of BEC scams, specifically via spear-phishing

attacks.

Recent research in business-related cybercrime [11], in late

2019, points out potential threats about how contact center

employees can unintentionally leak confidential information

to the scammers due to their lack of security-awareness and

discipline. It is claimed that 42% of agents chose not to report

their situations when they experience a breach attempt, either

by insiders or outsiders.

Also, according to the recent report from Mimecast [12] in

June 2019, it found that nearly all of the organizations studied

by Mimecast experienced phishing attacks, with 88% of them

reported received fraudulent emails faked as vendors or their

business partners. Furthermore, it is shown in Mimecast’s

report that both methods and targets of BEC keep evolving.
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Fig. 2. 2016 to 2018 BEC scams information (original chart image from 2019 FinCEN’s Financial Trend Analysis report on Manufacturing and Construction
Top Targets for Business Email Compromise [7]).

BEC scams are no longer a threat only for businesses but also

an individual [12]. With phishing-as-a-service kits accessible

from the dark web, it even provides a more comfortable way

to achieve it.

Lastly, according to the Bank Secrecy Act (BSA) reports

(July 2019) from the Financial Crimes Enforcement Net-

work (FinCEN) [7], the number of suspicious activity reports

(SARs) has increased at a terrifying rate with an average of

nearly 500 cases/month in 2016, and above 1100 per month

in 2018. Also, the total value of attempted BEC thefts rose

to $301 million to $110 million per month (270% increase,

approximately) from 2016 to 2018.

In FinCEN’s report, BEC scam methods evolve over time

since BEC actors are likely to change their methods as

awareness of their scheme increases. For example, the number

of reports of fraud CEO scams, which accounted for 33% of

incidents in 2017, had declined to 12% in 2018 while the cases

of fraudulent vendor invoices had risen significantly from 30%

in 2017 to 39% in 2018.

Among all known BEC schemes, fraudulent vendor invoice

(a.k.a. “bogus invoice scheme”) is a top methodology. Despite

accounting for 30% of total BEC attempts reported in 2017,

the fraudulent vendor invoice method accounted for approxi-

mately 41% of the overall transaction values. Figure 2 shows

the increment of each type of BEC scams in 2017 and 2018.

C. Recent research on BEC prevention

BEC prevention methods can be classified into two primary

categories: technical and non-technical approaches. Regarding

technical methods, there are several ways to strengthen a

corporate email system, which can help to reduce the risk

of receiving fraudulent emails [13], [14].

In 2017, AlSabah et al. [15] introduce a secure e2e email

communication method. Using their proposed certificate-less

(CL) key agreement protocol, the technique allows users to

update their public keys without the need to contact the

certificate authority (CA). Cohen et al. (2018) [16] introduce

a method to detect malicious emails using machine learning-

based approaches. Extracting features from the entire emails

(i.e., header, body, and attachments) combining with the Ran-

dom Forest classifier, the method claims to have a very high
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level of accuracy at 92.9% with the true-positive and false-

positive rate at 94.7% and 3%, respectively.

Furthermore, regarding today’s standard, DMARC [17], an

open authentication standard built upon two email authenti-

cation standards (SPF and DKIM), is by far considered the

most effective email authentication technology in the market.

DMARC provides prevention against domain-spoofing emails

from reaching users’ inbox. Using DMARC, it can block,

quarantine, and also monitor any malicious email that was sent

from the domain under control. Many email providers, such as

Google’s Gmail-hosted mailboxes and Microsoft’s Office365,

provide supports for DMARC policy.

On the other hand, non-technical approaches involve train-

ing to raise employees’ security awareness. The practice

may vary from company to company, which may include

training basic incident handlings, a countermeasure against

some suspected malicious actions (e.g., sending a report to

the higher-up, and basic methods on how to confirm and

detect malicious email). As mentioned before, BEC schemes

are evolving with time. Therefore, there is also a need for

a corporate to retrain its employees periodically to maintain

their security awareness.

In reality, many companies put in efforts to raise the security

of their email system (deploy email filtering, for example)

and also security awareness of their employees to prevent

themselves from falling prey to BEC scams. An employee is

usually told to double-check the sender’s email address, not to

open any link or attachments inside the email from unknown

parties, and many more. However, as we already know, BEC

scammers also put even more effort (hacking, spoofing email,

social engineering [5], for example) into earning trust and

deceiving victims to believe everything they are told. The

current treatments for this particular type of BEC scam still

leave much to be desired. Therefore, a practical solution is

needed. In the next sections 3, we present and discuss the

proposed feasible solution to counter a fraudulent vendor

invoice scheme. Furthermore, a sample prototype (i.e., mobile

application) of our proposed mechanism is presented in the

following section 4.

III. ProposedMethod

Our proposed fraudulent invoice scheme prevention method

consists of three primary phases: initialization, checksum

generation, and verification. Sections III-A to III-C explain

each step in detail.

A. Initialization

First, let us give a scenario such that a company CA is

considering buying supplies from company CB located over-

sea. The contract between them will be renewed periodically.

Therefore, CB is not considered as a one-time business partner.

In this phase, the process of the initialization phase is very

straightforward. When the initial business contract is deter-

mined, company CB creates a random secret-key Sb and sends

it to CA. The generated secret key may come in many forms:

short text, number sequences, or a single random number.

This secret key will be used in every transaction between two

parties during the length of the contract and will be reissued

once the contract is renewed. Note that the generated secret

key information should be sent through a secure and reliable

method such as international courier services offering proof

of delivery information (such as DHL, FedEx, and UPS) to

ensure the information reaches the intended recipient safely.

B. Checksum Generation

Next, CA proceeds with the payment process by asking CB

to issue an invoice for it. In addition to the traditional invoice

generation method, in this step, checksum information is added

to the invoice. In this work, the checksum comes in the form

of an 8-digit number sequence generated from the previously

shared secret key (S B) and the basic yet most critical contents

of the invoice, i.e., invoice number (IN), price (P), issuing

company’s name (C), bank’s swift code (S W), date (D), and

recipient name (R).

Regarding the checksum generating algorithm, first, we

create a JSON string of the raw checksum data, as shown

in the following example.

{

"secret_key":"A4538FD32CBE2678"

"issuer":"Cysec",

"invoice_no":"A1135-FE4329",

"price":"150000JPY",

"swift":"SIGAJPJTXXX",

"date":"2020-2-5",

"recipient":"Songpon",

}

Next, we digest this JSON string with SHA256 message-digest

algorithm resulting in 256-bit data, denoted as M. Lastly, we

generate an 8-digit number sequence from the 256-bit digested

data as follows.

M = S HA256(S B,C, IN, P, S ,D,R) (1)

checksum(CHK) = M mod 108 (2)

The reasons for reducing the size of 256-bit hashed data

down to an 8-digit sequence are simply to make it more

friendly for both an issuer and the recipient and to avoid

any misunderstanding. The issuer can not only insert this

information into the invoice via the computerized system but

can also write it on the paper, send it by email, or even tell

it over the phone if necessary. For the intended recipient, CA

can avoid any unnecessary misunderstanding that might cause

by the issuer’s handwriting. Since all information is written

in integer, there is no need to guess whether a checksum CA

reading is a number, alphabet, or something else.

To add the generated checksum information to an invoice,

printing this 8-digit number sequence (or QR code containing

the same information) directly on the invoice is highly recom-

mended. By printing checksum directly on the invoice, it will

163



help avoid unnecessary complication and misunderstanding,

making it more applicable in the real scenario.

However, in some cases where adding additional informa-

tion is not possible, the 8-digit checksum (or QR code) can be

sent together with an invoice through email or any messaging

application (e.g., Slack). This provides users with more options

making it more applicable for many modern businesses. Note

that the contents of JSON data (except the secret key) and the

invoice should be identical. Otherwise, checksum verification

will fail.

C. Verification

When the invoice from CB arrives, the first thing the recipi-

ent (i.e., CA) should do is to verify the integrity of this invoice.

By using the same information written on the invoice and the

predetermined secret key, CA creates the same JSON string

and hash it with SHA256 message-digest algorithm. Following

the same procedure, CA performs modulus operation with

the SHA256 output to obtain an 8-digit checksum sequence.

Finally, CA confirms the integrity and authenticity of the

invoice by comparing the received checksum information and

the newly generated sequence.

If these two pieces of the checksum are perfectly matched,

CA, therefore, can trust this invoice and proceed with the actual

payment. On the other hand, in case the checksum verification

fails, the received invoice should not be trusted. Also, CA

should keep in mind that the email system might already be

compromised. The recipient is, therefore, highly recommended

to contact their partner CB by different means (e.g., phone) for

further inquiries. At this point, it marks the completion of the

entire invoice verification process.

IV. Implementation

In this work, we create a proof of concept application on

the Android platform to demonstrate the practicability of the

proposed BEC prevention method. The mobile application

was implemented using Kotlin programming language and

tested on a HUAWEI JDN2-W09 tablet, running Android

9.0 (API level 28). There are two primary features regarding

the developed application: checksum generator and invoice

verifier.

A. Checksum Generator

During the invoice issuing process, the checksum is gen-

erated from the contents of the invoice being issued. The

checksum may come in the form of a QR code, barcode,

or text (i.e., number sequence). The issuer, then, attaches the

checksum information to the invoice or sends them together

through an email. For demonstration purposes, we created a

manual checksum generator in which the user is required to

manually input invoice contents before using them to generate

the QR code result. Figure 3 shows the demonstration of the

invoice issuing process.

B. Invoice Verifier

The verification process is rather easy to understand, in-

volving only two steps: scan and confirm. Using our devel-

oped application, a recipient can perform a simple invoice

verification by scanning the QR code on the invoice. The

application will extract all necessary information from the

QR code and show all the details on the screen. Finally, the

recipient confirms the information on the screen with the target

invoice to complete the process. Also, we implemented the

manual invoice verifier in which the user needs to input all

data (including checksum number sequence) by him/herself to

complete the process. Figure 4 shows a demonstration of using

our developed application to verify the integrity of an invoice.

V. Discussion

In this section, the security and practicability of the pro-

posed method are discussed. First, we discuss the security

behind our proposed invoice checksum mechanism, including

some limitations and drawbacks of our approach. Next, the

practicability and user-friendliness aspect of the proposed

method, as well as some use case scenarios, are discussed.

A. Security Analysis

In this work, the security of our approach relies heavily

on the sharing of secret information during the initialization

phase. Unlike the computerized methods (e.g., sharing secret

over the network), secret-sharing is done physically by sending

a sealed letter via postal/courier service, which may cause

some difficulties. Despite these difficulties, using the secure

and reliable courier service, however, allows a company to

track and ensure that the information will reach its business

partner safely. Table 1 shows a comparison between each type

of countermeasure against BEC attacks.

Generally, the mail filtering techniques (e.g., DMARC) are

designed to work with the header information of the email.

Email filtering policy will observe the incoming and outgoing

email and try to block emails from any suspicious or look-

alike (fake) domains. However, this method is weak against

impersonation, in which emails may come from a domain

outside the filter scope. Also, since the mail filtering technique

involves only the header of the email, therefore, it cannot

prevent the email system against some contents tampering-

based attacks such as a bogus invoice scheme.

Regarding non-technical means to prevent BEC attack,

training is one of the most common, necessary, yet unreliable

methods. At the end of a training session, one cannot guarantee

or claim with confidence that the trained employees will not

fall prey to BEC scams. It can only be said that the risk of

being prey is lower comparing to untrained personnel.

The proposed method, while it cannot prevent malicious

email from arriving at the users’ inbox, it provides a verifica-

tion method allowing users to ensure the integrity, authenticity,

and non-repudiation of the invoice coming with an email. Our

proposed method is not a silver bullet solution to the problem

of BEC, and it does not have to. We can combine the proposed
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Fig. 3. Invoice issuing procedure.

Fig. 4. Invoice verification process.

method with existing techniques, such as DMARC, which will

eventually result in a better solution to the BEC problem.

Concerning the bogus invoice scheme, table 2 shows a com-

parison between our proposed method and email encryption

techniques (e.g., TLS and S/MIME). Transport Layer Security

(TLS) is a well-known method in providing email security, of-

fering encrypted data communication between servers. While

TLS is an excellent method for securing email transmission,

not all email providers support TLS. Traveling through a server

without opportunistic TLS support, the emails/messages will

be automatically delivered in an insecure fashion.

Secure/Multipurpose Internet Mail Extensions (S/MIME)

[18] is an encryption standard, similar to PGP, providing

security to the email’s content. Using public-key cryptography

as a foundation, S/MIME requires the use of Certificate

Authorities (CAs) to issue certificates for each party (i.e.,

sender and receiver). This approach requires both parties to

trust the CA. Although some company prefers to use their

self-issued certificates, those certificates are usually considered

untrustworthy, which may create a security gap in the system.

Furthermore, S/MIME does not protect the user against vendor

email compromise attacks (VEC), especially when the user
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TABLE I
Comparison between the proposed method and traditional approaches.

Methods
Prevention against

Fake Domain Impersonation Bogus Invoice Scheme
Mail filter (e.g., DMARC) � � �

Proposed method � � �
Training n/a n/a n/a

TABLE II
Comparison between the proposed method and exisiting email encryption techniques.

Methods
Bogus Invoice Scheme

Secure Transmission Content Encryption Content Integrity VEC Prevention
TLS � � � �

S/MIME � � � �
Proposed method � � � �

utilizes WebMail’s servers that keep users’ private-key on the

servers.

As we can see, in table 2, no method can provide a full

range of protection against the fraudulent invoice scheme. TLS

offers only encrypted transmission, while S/MIME provides

confidentiality and integrity of the contents but weak against

the VEC attack. Also, the proposed invoice verification scheme

focuses on providing the integrity of the invoice and prevention

against VEC. With our proposed method, the invoice cannot

be reissued, even if an attacker successfully compromises one

of the corporate email accounts. Hence, it is recommended

to utilize all options, i.e., TLS, S/MIME, and the proposed

method, to protect a company from the attack.

B. Use cases and Scenarios

In this section, we discuss the use cases and scenarios, as

well as the benefits of the proposed method over the automated

approaches using public-key encryption.

Automated approaches utilizing digital signature and public-

key cryptography provide users with an excellent way to con-

veniently verify the integrity of an invoice, which requires little

to no human interference. These approaches can significantly

reduce the error caused by users. On the contrary, we proposed

a method to verify the invoice’s contents using checksum

information. In our approach, the user can verify the integrity

of the received invoice by computing the checksum using the

mobile application or simply scanning the QR code, which is

considered not automated and still requires human interaction.

However, there is a reason behind our design, which is due

to the problem of practicability. Generally, many companies

currently use only documents (e.g., paper, PDF file) and

emails as their main channel for conducting business. Some

companies may also utilize Enterprise Resource Planning

(ERP) software, making it difficult to add additional security

features to the system. With these restrictions, implementing

an automated invoice verification system is much more com-

plicated and may not be a feasible choice for these companies.

On the other hand, with our proposed method, it is much

easier to install a single application on a mobile device than to

implement the entire automated system making our approach

more applicable.

Lastly, the proposed approach is not developed to compete

with automated cryptographic approaches. Our method is de-

signed to assist users (i.e., companies) under the circumstance

that the automated method is not a viable option.

C. Practicability

In this section, we further discuss the feasibility of our

developed approach. First, the proposed method relies on the

secure exchange of secret information during the initialization

phase. This can be achieved by utilizing a sealed letter and

a reliable international courier service. In case the seal on

the envelope is removed, the recipient should not trust any

received information and ask for a reissuing and resending of

the secret information.

Although the secret information exchange may cause incon-

venience to both parties, the process is performed only once

during the entire period of the contract. Also, the proposed

method can be deployed in addition to any existing email

securing methods, such as TLS and S/MIME, to ensure the

integrity of invoices. Finally, during invoice verification, we

can avoid human errors by creating a well-design user interface

(e.g., QR code scanner instead of manual input to reduce the

risk of mistyping) for the verifying application.

VI. Conclusion

In this work, a practical solution to the problem of the

bogus invoice scheme using invoice checksum is presented.

The proposed method offers additional protection against

BEC scams by ensuring the integrity of an invoice using its

checksum. Our proposed method is performed by an invoice

recipient first confirms the authenticity and integrity of the

invoice by comparing checksum information. The recipient

then proceeds with payments only if the received checksum

is perfectly matched. Finally, we implemented an Android

application to demonstrate the potential and practicability of

the proposed mechanism.
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